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ABSTRACT

CHAM is designed with an emphasis on encryption speed, considering that in the ISO/IEC standard block cipher
operation mode, encryption functions are used more often than decryption functions. In the superscalar architecture of
modern general-purpose processors, different ordering of operations can lead to different processing speeds, even if the
computation configuration is the same. In this paper, we analyze the implementation efficiency and security of CHAM-like
structures, which rearrange the order of operations in the ARX-based block cipher CHAM, for single-block and parallel
implementations in a general-purpose processor environment. The proposed structures are at least 9.3% and at most 56.4%
efficient in terms of encryption speed. The security analysis evaluates the resistance of the CHAM-like structures to
differential and linear attacks. In terms of security margin, the difference is 3.4% for differential attacks and 6.8% for linear
attacks, indicating that the security strength is similar compared to the efficiency difference. These results can be utilized in
the design of ARX-based block ciphers.
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Table 1. Comparison of encryption speeds for
CHAM and the most efficient CHAM-like-64/128
(cpb : cycles per byte)

The most efficient

S e e ke 54
x86_64 23.05 cpb 14.73 cpb
AVX2 2.57 cpb 2.14 cpb
AVX512 1.48 cpb 1.24 cpb
AArch64 48.32 cpb 44.18 cpb
NEON 13.95 cpb 9.13 c¢pb
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Table 2. List of revised version of CHAM
ciphers and their parameters

cipher n k 7 w | k/w
CHAM-64/128 64 | 128 | 88 16
CHAM-128/128 128 | 128 | 112 | 32 4
CHAM-128/256 128 | 256 | 120 | 32

(xam@) (xatw) (xa2)
i+1—(

[x,+_> [0] ] [m [1] J [x,-2 [2] ] [xl-z (3] ]

Fig. 1. 2-round encryption function of CHAM
family.
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(a) CHAM-XAR (CHAM)

X;[1] Xi[2]

(d) CHAM-RAX

X;[11

(b) CHAM-XRA

(e) CHAM-AXR

Xi[2] X, 3]

D

(f) CHAM-ARX

Fig. 2. 2-round encryption functions of CHAM-like structures
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Table 3. Comparison of encryption speeds for CHAM-like-64/128 (cpb : cycles per byte)

CHAM-like structure x86_64 AVX2 AVX512 AArch64 NEON
CHAM-64/128 23.05 cpb 2.57 cpb 1.48 cpb 48.32 cpb 13.95 cpb

CHAM-XRA-64/128 18.25 cpb 2.35 cpb 1.52 cpb 48.31 cpb 11.80 cpb

CHAM-RXA-64/128 14.73 cpb 2.14 cpb 1.24 cpb 44.18 cpb 9.13 cpb

CHAM-RAX-64/128 20.50 cpb 2.14 cpb 1.26 cpb 45.87 cpb 9.88 cpb

CHAM-AXR-64/128 21.45 cpb 2.74 cpb 1.50 cpb 59.64 cpb 14.45 cpb

CHAM-ARX-64/128 27.97 cpb 2.71 cpb 1.50 cpb 56.29 cpb 14.53 cpb

x86_64 and AVX2 AVX512 AArch64 and NEON

© processor : Intel i7-12700K ® processor : Intel Xeon Gold 6230 | © processor : ARMv8-AT2

© compiler : GNU gcc 8.1.0 ® compiler : GNU gcc 11.2.0 ® compiler : GNU gcc 11.2.0

© opt : -03 ® opt : -03 ® opt : -03
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Table 4. The probability weights of the best
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CHAM-RA-64/128

structure Round
class 36 | 37| 38| 39|40 | 41 | 42 | 43

CHAMI(5] | 56 | 58 | 60 | 63 |63 |>63|)63 )63
CHAM-RA | 51 | 53 | 54 | 57 | 60 | 61 | 63 | 64
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Table 5. The correlation weights of the optimal
linear trails for CHAM-64/128 (15) and
CHAM-RA-64/128

structure Round
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Appendix.

Table 6. 43-round optimal differential trail for Table 7. 41-round optimal linear trail for

CHAM-RA-64/128 CHAM-RA-64/128

43-round differential trail for CHAM-RA-64/128 41-round linear trail for CHAM-RA-64/128

¥ AX [ollax [1]lax [2]IlAX (3] weight, r rx [o]lrx, [1irx [2]irx, (3] G,
0 0x0020 0x1000 0x0020 0x0000 1 0 0x0060 0x0000 0x8041 0x60B0 1
1 0x1000 0x0020 0x0000 0x0000 1 1 0x2000 0x8041 0x60B0 0x4000 1
2 0x0020 0x0000 0x0000 0x0000 1 2 0x8001 0x60B0 0x4000 0x6000 1
3 0x0000 0x0000 0x0000 0x2000 0 3 0x6030 0x4000 0x6000 0x0100 2
4 0x0000 0x0000 0x2000 0x0000 0 4 0x0080 0x6000 0x0100 0x8040 1
5 0x0000 0x2000 0x0000 0x0000 1 5 0x0000 0x0100 0x8040 0x8000 0
6 0x2000 0x0000 0x0000 0x0020 1 6 0x0100 0x8040 0x8000 0x0000 0
7 0x0000 0x0000 0x0020 0x0020 0 7 0x0040 0x8000 0x0000 0x0001 1
8 0x0000 0x0020 0x0020 0x0000 1 8 0x0000 0x0000 0x0001 0x00C0O 0
9 0x0020 0x0020 0x0000 0x0040 2 9 0x0000 0x0001 0x00CO 0x0000 0
10 0x0020 0x0000 0x0040 0x2040 2 10 0x0001 0x00C0 0x0000 0x0000 1
11 0x0000 0x0040 0x2040 0x6000 1 11 0x0000 0x0000 0x0000 0x0100 0
12 0x0040 0x2040 0x6000 0x4000 2 12 0x0000 0x0000 0x0100 0x0000 0
13 0x2040 0x6000 0x4000 0x0080 4 13 0x0000 0x0100 0x0000 0x0000 0
14 0x6000 0x4000 0x0080 0x4020 3 14 0x0100 0x0000 0x0000 0x0000 0
15 0x4000 0x0080 0x4020 0x80A0 0 15 0x8000 0x0000 0x0000 0x0001 0
16 0x0080 0x4020 0x80A0 0x0000 1 16 0x0100 0x0000 0x0001 0x0001 0
17 0x4020 0x80A0 0x0000 0x0040 3 17 0x8000 0x0001 0x0001 0x0001 0
18 0x80A0 0x0000 0x0040 0x2040 2 18 0x0101 0x0001 0x0001 0x0001 1
19 0x0000 0x0040 0x2040 0xA080 1 19 0x80C1 0x0001 0x0001 0x0101 2
20 0x0040 0x2040 0xA080 0x4000 2 20 0x0300 0x0001 0x0101 0x0103 1
21 0x2040 0xA080 0x4000 0x0080 3 21 0x0000 0x0101 0x0103 0x0002 0
22 0xA080 0x4000 0x0080 0x4020 2 22 0x0101 0x0103 0x0002 0x0000 7
23 0x4000 0x0080 0x4020 0x00A0Q 0 23 0x8180 0x0002 0x0000 0x0105 1
24 | 0x0080 0x4020 0x00A0 0x0000 1 24 0x0100 0x0000 0x0105 0x0201 0
25 0x4020 0x00A0 0x0000 0x0040 2 25 0x8000 0x0105 0x0201 0x0001 0
26 0x00A0 0x0000 0x0040 0x2040 1 26 0x0005 0x0201 0x0001 0x0001 2
27 0x0000 0x0040 0x2040 0xA000 1 21 0x0081 0x0001 0x0001 0x0500 2
28 0x0040 0x2040 0xA000 0x4000 2 28 0x0300 0x0001 0x0500 0x0182 1
29 0x2040 0xA000 0x4000 0x0080 3 29 0x0000 0x0500 0x0182 0x0002 0
30 0xA000 0x4000 0x0080 0x4020 2 30 0x0500 0x0182 0x0002 0x0000 2
31 0x4000 0x0080 0x4020 0x80A0 0 31 0x0180 0x0002 0x0000 0x0004 1
32 0x0080 0x4020 0x80A0 0x0000 1 32 0x0000 0x0000 0x0004 0x0200 0
33 0x4020 0x80A0 0x0000 0x0040 3 33 0x0000 0x0004 0x0200 0x0000 0
34 | 0x80A0 0x0000 0x0040 0x2040 2 34 0x0004 0x0200 0x0000 0x0000 1
35 0x0000 0x0040 0x2040 0xA080 1 35 0x0000 0x0000 0x0000 0x0600 0
36 0x0040 0x2040 0xA080 0x4000 2 36 0x0000 0x0000 0x0600 0x0000 0
37 0x2040 0xA080 0x4000 0x0080 3 37 0x0000 0x0600 0x0000 0x0000 0
38 0xA080 0x4000 0x0080 0x4020 2 38 0x0600 0x0000 0x0000 0x0000 1
39 0x4000 0x0080 0x4020 0x00A0 0 39 0x0003 0x0000 0x0000 0x0006 1
40 0x0080 0x4020 0x00A0 0x0000 1 40 0x0600 0x0000 0x0006 0x0006 1
41 0x4020 0x00A0 0x0000 0x0040 2 41 0x0002 0x0000 0x0006 0x0004 -
42 0x00A0 0x0000 0x0040 0x2040 1

43 0x0000 0x0040 0x2040 0xA000 -
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